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23 TLSOOOOOOO HTTP Tunnel0O OO

TLS(SSL)OOOOoOoOO HTTPTunnelDDOOODOODO

Network >> Tunnels 0O O OOOHTTP Tunnel D00 O0OO00O0O0O0O00O Forward Proxy OO0 O0O0OO000OOO
Profle 0 OO tep-forward D00 O000O0O

24 HTTPOOOODOOOO
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o owan | s Abou |

f:j Statistics
Tl 1anps

Network > DNS Resolvers : DNS Resolver List 5 New...

General Properties

Name [ dns_resolver
() wizards Reute Demain Name 0 =]
@ DNS Resolver
I Cache Size 5767168 bytes
() Local Traffic
Answer Default Zones | Enabled
" Traffic Intelligence i
L.‘ g Randomize Query Character Enabled
| — 5
( 25) Acceleration
Traffic
B Access Use IPvé | € Ensbled
Use IPvé | Enabled

g Device Management Use UDP | Enabled
W Shared Objects Use TCP | Enabled
o~ Cancel Repeat Finished
'\) Security
£5) Network

Interfaces

Routes

Self IPs

Packet Filters
Quick Configuration
Trunks

Tunnels

Reute Domains.
VLANs

Service Policies
Class of Service
ARP

IPsec

WCCP

I DNS Resolvers I

Network » DNS Resolvers : DNS Resolver List » dns_resolver

o

Properties Forward Zones Statistics

Forward Zones I Add... I

@‘ Name | Nameservers

No records to display.

Delete...

» General Properties 00000 0000000000O0OO
— Proxy Mode: "Explicit"0 O O
— Parent Profile: "http-explicit"0 O O
« ExplicitProxy 000 00000000000000O0O
* DNSResolver: 'DNSOOO0O000OO0"0D000OO0OOOOOOOOOOOO

« TunnelNames: "TLSOO0O0CO0OO0 TCPOOODOUOOO"OOOOOOOOOOOOOOODO

24. HTTPODOOOOODO 11
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¢ + | Properties Forward Zones Statistics =

Forward Zone

Network » DNS Resolvers : DNS Resolver List » Forward Zones :

dns_resolver

Name 1

Resolver dns_resolver
Address I
Service Pon| 53 | DNS |
Add

Nameservers I 10.1.20.1:53 |

Edit Delete

Cancel Finished

Network » Tunnels : Tunnel List » New Tunnel...

/ol Statistics

Configuration
@ e Name |exp|imt_lcp_tunnel
lﬂ Wizards Description |
3 ons Profile [[p-forward gl
MTU [o
[F) Local Traffic
Use PMTU Enabled
rt}" Traffic Intelligence TOS IW
@ Acceleration Auto-Last Hop Default ~|
!:’@ Access Cancel  Repeat  Finished

@ Device Management

‘ Shared Objects

0 Security
£2) Network

Interfaces

Routes

Self IPs

Packet Filters
Quick Configuration
Trunks

Tunnels

12 0O 20 HTTPS Explicit Forward Proxy 0 00 00O
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I Main I Help I About Local Traffic » Profiles : Services : HTTP » New HTTP Profile...
{3 Statistics
General Properties
:'{:L iApps
Name I http_explicit_proxy
s
*_| Wizards Proxy Mode |Explicit |
c’) DNS Parent Profile Ihttp—explicit I~]
Explicit Proxy
‘DNS Resolver + ,m
| 1P
Route Domain 0 ~|
Tunnel Name explicit_tcp_tunnel | ~|

2.5 Explicit Proxy O Virtual Server 0 [
Explicit Forward Proxy D 0000 Virtual Server 000000000 Virtual Server00000000O0DOOO
godddooooooooooo
Local Traffic >> Virtual Server 0000000 Virtual Server 0000000000000 0ODOO
* Destination Address/Mask: 0 0 000000000000 O0O0 IPOOO0OOOOOOOOOOOOOO

« Service Port: 00 000000000000 OOOOOOO

HTTP Profile: "HTTP Profile D0 "0 00000000000

VLAN and Tunnel Traffic: 00O VLANOOOOOOOO
» Source Address Translation: "Automap"0 0O O O "SNAT"O OO
* Address Translation: 00 (0 DOO0O00OO0O)

» Port Translation: 00 (D0 O0DO0ODO0OOO)

2.6 00000 Virtual Server 0 [

HTTPSOOOOOOOOOOOOOOO Virtual Serverd000O0OO

Local Traffic >> Virtual Server D0 O OO0 0O Virtual Server 0000000000000 0ODOO
* Destination Address/Mask: "0.0.0.0/0"0 0 O
» Service Port: 00 0"443" (HTTPS) OO O

» Source Address Translation: "Automap"0 00 O"SNAT"0O O O

2.5. Explicit Proxy O Virtual Server O O 13
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Local Traffic » Virual Servers

i ~ Properties

war | i
I_»J Statistics
E iApps

General Properties

Q Wizards Name vs_expl_proxy
Partition / Path Common
3 DNS
Description [
Q_ﬁ Local Traffic Type IStandaud v
Network Map Source Address 00000
5
ML) Sonen Destination Addressfask [10-1.2066
Policies
Service Port. 3z Cther: 2
Profiles
Natify Status to Virtual Address | [v]
iRules
Link MNone
i Availability (@ Unknawn {Enabled) - The children paol memberis) sither don't have service checking enablad, or service
Nodes check results are not available yet
Monitors TR S o
Traffic Class B [Eratiea ]
Address Translation & Basic ~
o Protocol Jrce ~]
(,:‘ Traffic Intelligence
Pratocol Profile (Client) |t ||
(7 2h) Acceleration
() Frotocal Profile (Server) [{Use Client Profile) I~
[ Access Policy I HTTF Frofile [Fip st promy ] I
FTP Prafile L =
% Device Managemaent e I e —‘
. RTSP Prafile [Fane ~
U Security
SSH Praxy Profile Mone
£5) Network Selected Available
/Commen
System S5L Profile (Client) [==] | clientssl
clientsshinsecure-compatible
E clientssl-secure
crypte-server-default-clientss!
Selected Available
[Common
SSL Profile (Server) [==] | apm-default-serverssi
cryplo-chent-default-serverssl
[52]| peoip-defauir-serverss)
serverss|

SMTFS Prafile INune &

Client LDAP Profile Mone |

Server LDAP Profile INnna ~
SMTF Profile INnna v

VLAN and Tunnel Traffic [ VLANS and Tunnes[~]

Source Address Translation |Aum Map v

Address Translation ‘ Enabled

Port Translation ‘ Enabled

» Address Translation: 00 (00DO00OO0ODO)

* Port Translation: 00 (0OOOODOO)

27 000000

000000 PCOWebOOODOODOOOODODDOODOOOODODOOOOOODODOOOO https://www.f5.com
ooooooooon
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7+ + Properties

General Properties

Local Traffic » Virtual Servers : Virtual Server List » explicit_vs_443

Resources

Security ~ | Statistics

Name

Partition / Path

Description

Type

Source Address

Destination Address/Mask

Service Port

Notify Status to Virtual Address

VLAN and Tunnel Traffic

explicit_vs_443

Common

I Standard j

© Host () Address List
| 0.0.0.00

© Host () Address List

| 0.0.0.00

© Port’ | Port List
| 443 HTTPS ]

| All VLANS and Tunnels ~|

Source Address Translation

Auto Map ~|

Bandwidth Controller

Traffic Class

Connection Limit
Eviction Policy
Eviction Protected

Connection Rate Limit

Connection Rate Limit Mode

None 'i

Enabled Available

<<

>

| Per Virtual Server

Address Translation

Port Translation

[ Enabled
| Enabled

27. 000000
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e @ https: f5.com. -~ @c| BE. P~

(® Fs | Secure application deliv:

@ SOLUTIONS PRODUCTS CUSTOMERS SERVICES COMMUNITY PARTNERS COMPANY ENv Q

Code secures your
reputation

Together F5, NGINX, and Shape power and protect your
applications so you and your customers can do epic

16 0O 20 HTTPS Explicit Forward Proxy 0 00 0O



17

SSL Forward Proxy 0000 O

O0000BIG-IPO SSLForward 0000 0000000000000 0O0OO0OOO0O0OSSL Forward OO OO
00000000 O0OBIG-IPO SSLOODOOOOOOOOOOOOOO

gogbooobobooboobboooboobboooboo

oooooo

+DNSOOOOOOO

TLSOOODODOO0OODOO0OO0O HTTP Tunnel0 OO

HTTPOODOOOOOO

Explicit Proxy O Virtual Server 0 O

goboobboobooboooboobooboboo

31 CAOOOoooono

SSL Forward Proxy 0O 00OOOOOOBIG-IPO CAOODOODO0OOOOOODOOOODODOOOOODOOOBIGE
IPOOCLIDODOOODOODOOOOOOO

# openss1l 00000000000 OOODOOOO
mkdir /config/ca

cd /config/ca

mkdir /config/ca/newcerts

mkdir /config/ca/private

mkdir /config/ca/crl

touch /config/ca/index.txt

echo 01 > /config/ca/serial

(Dooooooo)
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(0ooooooooo)

# openss1 000000 OOOO
cp /etc/pki/tls/openssl.cnf /config/ca

# openssl.cnfO0000000O
vi /config/ca/openssl.cnf
unique_subject = no

dir = /config/ca

# BIG-IPU ssoOO000000O000O0O0O0COcAODOODOODOOO

# 0O : Common Name [ OU "proxy_ca.example.com"OUOUO

openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -out proxy_ca.pem -outform PEM -
—keyout proxy_ca.key

# cAUOOODOO
openssl x509 -in proxy_ca.pem -noout -text

# BIG-IpOUOQOoOoOoOooOoboOoOobOn
tmsh install sys crypto cert proxy_ca.crt from-local-file /config/ca/proxy_ca.pem

tmsh install sys crypto key proxy_ca.key from—-local-file /config/ca/proxy_ca.key

0000000000000 000DLO00000000000O000OD0ODOD00O0DODOOO CAOODDOOOODO
0000000000000000 WindowsOOOMOOOOODOOOOODOOOO BIG-IPOOOODOOOO
oooDoooooog

ARE X

B8Ny <FKT> v

BA  EPOA FP!EEIEEHH![EQEHTCJ'P‘FEIHEEB *Héhtﬁﬁﬁ: EWSNBLRTT

EiTR EiTE HMER  ILURIE (.
[SplMicrosoft Root Au... Microsoft Root Auth...  2020/12/31 Microsoft Root ...
S Microsoft Root Ce... Microsoft Root Certi... 2021/05/10 Microsoft Root ...
[SIMicrosoft Root Ce... Microsoft Root Certi...  2035/06/24 Microsoft Root ...
[Ea)Microsoft Root Ce... Microsoft Root Certi...  2036/03/23 Microsoft Root ...
S Microsoft Time St.. Microsoft Time Stam... 2039/10/23 Microsoft Time ...

NO LIABILITY A P 2004/01/08

.. proxy_ca.example.c...

(5 SecureTrust CA SecureTrust CA 2030/01/01 Trustwave

| I TNy ey [ TS e S Anns innisn  CCAOMA Te.es O

A JH—MI)... LI AK-ME)... slE2(R) FESER)

AAS0E

V)

EL310
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32SSLO0O0O0O0O0O0OO

Explicit Forward Proxy 0000 0000000000000 SSLOODOOOO0OOOOOOOO

«+JO000D0OSSLOOODOOO

— Local Traffic >> Profiles >> SSL>>Client 000000000000 SSLOODOOOOOOOO
00 (00000 clientssl_proxy" DO O OOOOO (Parent Profile) DO O OclientsslD00O00OO

Local Traffic » Profiles : SSL: Client » New Client S5L Profile...

I Name cligntss|_proxy

Parent Profile clientssl

0-SSLForward Proxy D0 0000000000000 DOOO
» SSL Forward Proxy: 0 O (Enabled)
» CA Certificate Key Chain: "CAO D OO00O0O0O"00000OO0O0 CAODOOOODOOOOO

* SSL Forward Proxy Bypass: 0 0 (Enabled)

SSL Forward Proxy

SSL Forward Proxy Enabled +|

CA Certificate Key Chain

Add

Certificate Lifespan 30 day(s)
Certificate Extensions. Extensions List =]

Enabled Extensions

Basic Constraints
Subject Alternative Name

Certificate Extensions List
Auailable extensions
Extended Key Usage

Key Usage

Subject Directory Attributes
TLS Feature (Must Staple)

Cache Cerfificate by Addr-Port

SSL Forward Proxy Bypass Enabled... ~|

000 SSLOOOOOO

— Local Traffic >> Profiles >> SSL>>Server 000000000 SSLOOOOOOO0OOOOOO

(DOOO0O"serverssl_proxy" )OO OOOOOO (Parent Profile) DO O OserverssiO0OO00000
obobooooooobooobgooo

= SSL Forward Proxy: 0 O (Enabled)
» SSL Forward Proxy Bypass: 0 O (Enabled)

— Server Authentication 00 0000000000000 O0ODO

3.2. SSLOOOOOOODO 19
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Local Traffic » Profiles : S5L : Server » serverssl_proxy

General Properties
Name ‘serverss|_proxy

Partition / Path Common

I Parent Profile serverss| - I
Configuration: | Advanced =| Custom
Mode + Enabled
Certificate None
Kay None
Pass Phrase |
Confirm Pass Phrase |
Chain None
SSL Forward Proxy [Enabled =]
SSL Forward Proxy Bypass [Enabled ~|

= Server Certificate: "require..."0 0 O
= Trusted Bundled Authority: "ca-bundle.crt"0 0 O

Server Authentication Custom

Isannrc-niﬁum | require... +| I
Control |

Untrusted Certificate Res| [ooe =
: e Response | [5ee—]

Frequency once ~|
Retain Certificate Enabled
Certificate Chain Traversal

Depth ®
Authenticate Name

I Trusted Certificate Authorities ca-bundle.crt v I

3.3 00000 Virtual Server 0 O

HTTPSOOOOODOOOOODOOOOO Virtual Server0 000000

Local Traffic >> Virtual Server 00000000 Virtual Server 000000000000 ODOO

+ Destination Address/Mask: "0.0.0.0/0"0 0 O

 Service Port: 00 0"443" (HTTPS) OO O

» SSL Profile (Client): "SSLOOO0O0OO0O0O0O"00O00OO0O0O Client SSL Profile 0 0O

» SSL Profile (Server): "SSLO 000000 O"0000O0OO Server SSL Profile 00O
» Source Address Translation: "Automap"0 0 O O "SNAT"O O O

» Address Translation: 0O (0OOOOODO)

* Port Translation: 00 (0OO0OOO0OO)

20
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Local Traffic » Virtual Servers : Virtual Server List » explicit_vs_443

1+ ~ | Properties Resources Security ~ | Statistics E]]
—

General Properties

Name explicit_vs_443

Partition / Path Common

Description I

Type I Standard j

© Host () Address List
| 0.0.0.00

Source Address

© Host () Address List
| 0.0.0.000

Destination Address/Mask

© Port ) Port List

ice Port
Service Po | 443 HTTPS ~|

Notify Status to Virtual Address

Selected Available
Q Q
Common Common
_ clientssl_proxy << clientssl
SSL Profile (Client) clientssl-insecure-compatible
5> clientssl-quic

clientssl-secure
crypto-server-default-clientss
splitsession-default-clientssl

Selected Available
Q Q

Common Common

serverssl_proxy << apm-default-serverssl
crypto-client-default-serverss
5> f5aas-default-ssl
pcoip-default-serverssl
serverssl|
serverssl-insecure-compatible

SSL Profile (Server)

34000000

000000 PCO WebDODODODODO0OD0OO0O00O0000000000000O hitps//www.f5.com
ooooooooo

000000000000o0oo

"CAO00000OD"O0000ODO0000ODO0O0O0D0DDO0OO0ODODDOUOODODO
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VLAN and Tunnel Traffic All VLANs and Tunnels ~
Source Address Transla Auto Map -
Bandwidth Controller None ~|

Enabled Available

Traffic Class

Connection Limit 0

Eviction Policy None
Eviction Protected Enabled
Connection Rate Limit

Connection Rate Limit Mode

Address Translation Enabled

Port Translation Enabled

@ SOLUTIONS PRODUCTS CUSTOMERS SERVICES COMMUNITY PARTNERS COMPANY

Code secures your
reputation

Together F5, NGINX, and Shape power and protect your
applications so you and your customers can do epic
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